Onboarding and Configuring Windows Defender for Citrix VDAs

1. Reference links:
a. https://learn.microsoft.com/en-us/defender-endpoint/configure-endpoints-vdi?view=o365-worldwide
b. https://learn.microsoft.com/en-us/defender-endpoint/deployment-vdi-microsoft-defender-antivirus?view=o365-worldwide
c. https://techcommunity.microsoft.com/t5/microsoft-defender-for-endpoint/onboarding-and-servicing-non-persistent-vdi-machines-with/ba-p/1360721
i. I chose Option 2
d. https://techcommunity.microsoft.com/t5/microsoft-defender-for-endpoint/configuring-microsoft-defender-antivirus-for-non-persistent-vdi/ba-p/1489633
2. Build a server to be used to manage Defender updates. This server will download the Defender updates and place them on a specified share, where all VDAs will be pointed to for their updates
3. Download and edit the MDATP-Sec-Intel-Packages.ps1 PowerShell script to this new server: https://github.com/JesseEsquivel/MDATP/blob/master/Scripts/VDI/MDATP-Sec-Intel-Packages.ps1
4. Create a Scheduled Task on the server to execute this script at whatever interval you choose (I configured ours to run every 4 hours)
a. The script will download the latest Defender updates and then copy them to the shared folder that you’re using to host them for your environment
b. Here’s a copy of my own modified script: https://drive.google.com/file/d/1KuwPvo-5F1qGHKZpXaZawEVa5kxsBAmD/view?usp=sharing
5. 
6. In your Master image and other GPOs, make sure that the following Services are not set to Disabled:
a. Connected User Experiences and Telemetry (DiagTrack)
b. Microsoft Defender Antivirus Service (WinDefend)
c. Microsoft Defender Antivirus Network Inspection Service (WdNisSvc)
d. Security Center (wscsvc)
e. Windows Security Service (SecurityHealthService)
7. When sealing your Master image, perform the following actions in PowerShell:
a. This should be the final step in your sealing process before shutting down the VM
b. This script will do the following:
i. Update Defender's signature files
ii. Scan the image with Defender
iii. Set the shared signature share UNC path
iv. Configure signature update on start
Write-Host "Updating Defender..." -ForegroundColor Yellow -NoNewLine
Start-Process "C:\Program Files\Windows Defender\MpCmdRun.exe" -ArgumentList "-RemoveDefinitions -DynamicSignatures" -Wait -PassThru | Out-Null
Start-Process "C:\Program Files\Windows Defender\MpCmdRun.exe" -ArgumentList "-SignatureUpdate" -Wait -PassThru | Out-Null
Write-Host " Done" -ForegroundColor Green

Write-Host "Scanning the image with Defender..." -ForegroundColor Yellow -NoNewLine
Start-MpScan -ScanType FullScan
Write-Host " Done" -ForegroundColor Green

Write-Host "Configuring Defender..." -ForegroundColor Yellow -NoNewLine
Set-MpPreference -SharedSignaturesPath \\Server\Citrix\WDAV\wdav-update
Set-MpPreference -SignatureDefinitionUpdateFileSharesSources \\Server\Citrix\WDAV\wdav-update
Set-MpPreference -SignatureDisableUpdateOnStartupWithoutEngine $False
Set-MpPreference -SignatureFallbackOrder 'FileShares|MMPC'
Write-Host " Done" -ForegroundColor Green 
c. I enforce these Defender preferences in the Master image because at least one of them required a reboot, so you can’t apply it via GPO
d. For the SignatureFallbackOrder setting, I wanted the previously configured file share to be used as the primary source for updates, and Microsoft Malware Protection Center to be secondary
8. Download the Defender onboarding scripts (Onboard-NonPersistentMachine.ps1 and WindowsDefenderATPOnboardingScript.cmd) from your Microsoft tenant
9. Create a GPO for your Defender settings
a. Add a PowerShell Startup script to the GPO applied to your VDAs, and copy both scripts to that GPO’s scripts path:
i. Script name: Onboard-NonPersistentMachine.ps1
ii. Script Parameters: (blank)
b. Both the .ps1 and .cmd scripts are required
10. Configure the rest of your GPO settings. Below are screenshots of what we configured, though most are personal preference outside of :
a. Define file shares for downloading security intelligence updates
b. Define security intelligence location for VDI clients
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When all the above is configured, upon booting your VDAs, the following will occur:
1. The VM will be onboarded to your tenant (Microsoft)
2. Defender will download the most recent Intelligence updates (signature files) from \\server\Citrix\WDAV\wdav-update, and will check for new updates every 4 hours
a. [bookmark: _GoBack]The scheduled task you previously created runs every 4 hours, downloading the latest Intelligence updates from Microsoft
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